K Suresh, D Shobha Rani, Sathya Narayana Pola, A Naresh kumar
/IJECRT- International Journal of Engineering Computational Research and Technology (Volume 10, December 2025)

@& International Journal of Engineering Computational
JECRT Research and Technology

Journal home page: www.ijecrt.org

ISSN (Online): 2456-9852 Volume 10, December 2025

Privacy-Aware Al Models for loT Multi-Sensor Predictive
Analytics in Intelligent Clinical Decision Support Systems
K Suresh® *, D Shobha Rani®, Sathya Narayana Pola ¢, A Naresh kumar ¢

9 M.Tech Student , Department of Computer Science and Engineering, Chadalawada Ramanamma Engineering College,
Tirupati, Andhra Pradesh, India

b professor, Department of Computer Science and Engineering, Chadalawada Ramanamma Engineering College, Tirupati,
Andhra Pradesh, India.

© M.Tech Student, Department of Computer Science and Engineering, Chadalawada Ramanamma Engineering College,
Tirupati, Andhra Pradesh, India.

9 M.Tech Student , Department of Computer Science and Engineering, Chadalawada Ramanamma Engineering College,
Tirupati, Andhra Pradesh, India.

“Corresponding author
E-mail address: suri.K72@gmail.com

ABSTRACT

Continuous monitoring of patients using wearable and bedside devices often produces large
volumes of multi-sensor data, making it difficult for clinical teams to detect early signs of
risk. Many existing systems analyse only a single signal or struggle to handle noise and
irregular sampling, which limits their usefulness in real hospital settings. This study focuses
on improving the reliability and accuracy of predictive analytics in such conditions. The main
aim of this work is to build a practical and privacy-preserving model that can study multi-
sensor readings and identify potential risk levels at an early stage. The method uses a cleaned
and windowed version of the Multi-Sensor Medical 10T Dataset, followed by a hybrid CNN-
BiLSTM architecture that learns both local signal changes and longer temporal patterns. A
dual-threshold alert mechanism is included to convert model scores into simple categories-
normal, mild risk, and high risk-so that clinicians can interpret the results easily. The
proposed model achieved an accuracy of 94.82%, a recall of 93.71%, and an AUC of 0.95,
all of which were higher than those of earlier approaches tested under similar conditions. It
also showed lower false-negative rates and more stable behaviour across different noise
levels and validation folds. In conclusion, this work offers a dependable way to convert
multi-sensor patient data into timely alerts that support hospital staff in early decision-
making. The approach can be extended to wearable devices, tele-health monitoring, and
continuous ward surveillance with further optimisation.

Keywords: Multi-Sensor Healthcare Analytics, Predictive Modelling, CNN-BIiLSTM, loT Medical
Data, Risk Scoring, Clinical Decision Support, Privacy-Preserving Preprocessing, Threshold-Based
Alerts, Physiological Signal Analysis.

1. Introduction healthcare environments generating large

volumes of clinical, operational, and sensor-

Healthcare around the world is steadily moving derived data, the ability to make timely and
from conventional treatment-based practices to reliable predictions has become essential.
more proactive and analytics-driven systems. Predictive analytics supported by artificial
With hospitals, clinics, and home-based intelligence and multi-sensor IoT data offers a
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way to recognise health risks early, reduce
complications, and support clinical staff in
decision-making.  These capabilities are
especially important today, as healthcare
organisations face rising patient loads,
increasing chronic disease incidence, and the
need for fast, evidence-based treatment
decisions [1], [2]. Despite strong progress in Al-
driven healthcare innovation, existing systems
often remain fragmented. Al models have
shown notable improvements in diagnosis,
disease progression indexing, and treatment
recommendation, yet their real-world use is
limited by gaps in data quality, interpretability,
integration constraints, and concerns regarding
privacy and accountability [3]-[7]. Moreover,
sophisticated models that perform well in
controlled environments frequently struggle to
maintain  accuracy when working  with
unstructured, incomplete, or noisy real-time
clinical data. Hospitals therefore require
predictive systems that can adapt to diverse data
sources, including continuous 10T sensor
readings and irregular clinical records, without
compromising privacy or precision.

1.1 Background and Significance

Recent studies indicate that Al-enabled clinical
decision support systems can minimise
diagnostic errors, improve medication safety,
and help anticipate adverse events well before
visible symptoms appear [4], [9], [14]. These
systems, however, often work independently
and rarely integrate multi-sensor inputs from
loT devices, which are increasingly common in
modern healthcare setups. Wearable monitors,
bedside 10T sensors, and smart health devices
capture valuable physiological information such
as heart rate, oxygen saturation, body
temperature, and movement patterns. When
processed together with machine learning
methods and appropriate feature engineering,
these readings can highlight hidden patterns that
clinicians may not detect manually [10], [11].
Parallel to real-time prediction, the healthcare
domain has also experienced a surge in Al
applications for drug discovery, compound
screening, and post-market drug safety
assessment. New approaches using optimisation
strategies, generative modelling, and
computational screening have significantly
reduced the time and effort required to identify
promising drug candidates [6], [7], [19].
Nonetheless, these advancements rarely connect
with live patient-monitoring systems or loT-
© 2025 Published by IJECRT

derived observations. As a result, opportunities
for creating fully integrated digital health
ecosystems remain underexplored. Generative
Al has added another dimension to healthcare
research by providing synthetic medical images,
simulated patient cases, and enhanced learning
support for clinical staff. While this technology
holds considerable promise, concerns about
ethical use, data privacy, model reliability, and
transparency continue to influence how
hospitals choose to adopt such tools [5]. Many
institutions prefer predictive systems that
maintain privacy by design, fit existing
infrastructure, and do not require excessive
computational resources.

loT Multi-Sensor Data Al & Machine Learning

' . ' AN,
= QRRT A
— g’ v 2 A\ U
» Wearable Devices 0‘ [P CNN-BILSTM
A \
v

» Bedside Sensors Risk Prediction

Anomaly Detection

» Vital Signs Data

» High Patient Load

» Chronic Diseases

» Data Noise & Quality

Early & Accurate Clinical Decisions

Fig 1. Integrated Multi-Sensor Data Analysis
with Privacy Protection for Clinical Decision
Support

Figure 1 shows how data collected from
wearable devices and bedside sensors are
securely processed to support meaningful
analysis in healthcare environments. It explains
how careful data handling and advanced
analytical techniques work together to help
clinicians identify patient risks early and make
accurate, dependable decisions.

1.2 Existing Challenges in Real-World
Healthcare

Even though Al and analytics models are widely
discussed, meaningful adoption in hospitals
remains limited. Several challenges documented
in current research explain this gap. Clinical
data is often incomplete, unstructured, and
inconsistent, making it difficult to build stable
predictive models [2], [8], [17]. 10T devices,
though helpful, introduce their own difficulties
such as noise, missing readings, variable
sampling rates, and hardware inconsistencies.
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Without strong preprocessing and feature
engineering, these issues can severely affect
model performance [11], [20]. Another major
limitation is the lack of standardised guidelines
and evaluation metrics for assessing Al systems
in hospitals. Existing models frequently fail to
provide clear explanations, which reduces
clinician trust. Healthcare professionals prefer
systems that are simple to interpret, transparent
in their logic, and aligned with clinical
workflows. Current Al tools, however, are often
treated as experimental add-ons rather than
integral parts of practice [12], [17]. Medication
safety is another critical area where predictive
analytics can play a major role. Studies show
that Al can help reduce adverse drug reactions
and optimise therapeutic pathways, but only
when supported by reliable, real-world data and
strong predictive foundations that combine
clinical history, sensor readings, and patient-
specific indicators [14], [19]. Given the
sensitivity of healthcare data, privacy remains a
central concern. Many existing predictive
analytics systems depend on cloud-based
models that store or process patient information
outside the immediate care environment.
Institutions prefer models that incorporate
privacy-preserving techniques, ensure regulatory
compliance, and safeguard patient trust.

1.3 Research Gap and Motivation

A review of available literature reveals several
gaps that this study aims to address. Although
there is rich work on Al-assisted diagnosis,
clinical decision support, drug discovery
optimisation, and predictive modelling, very few
approaches integrate these insights with multi-
sensor loT data in a unified manner. Models
developed in isolated research contexts do not
fully reflect the complexity of real healthcare
environments, where physiological changes
occur continuously and vary across individuals.
Another important gap relates to the absence of
privacy-preserving predictive frameworks that
can operate with sensor-level data while
ensuring confidentiality. Many systems rely on
centralised storage, creating concerns related to
data misuse, unauthorised access, and regulatory
non-compliance. By developing a privacy-aware
framework, this research contributes to building
systems that support clinical adoption without
raising legal or ethical concerns. This study also
takes motivation from the availability of the
Multi-Sensor Medical 10T Dataset [21], which
includes a combination of physiological
© 2025 Published by IJECRT

readings captured from loT devices. Integrating
such data with predictive models offers a chance
to build tools that reflect real patient behaviour
more accurately than laboratory-collected
datasets.

1.4 Purpose of the Study

Taking into account the limitations observed
across existing literature, this research proposes
a privacy-preserving predictive analytics
framework that uses Al models and multi-
sensor 10T data to support clinical decision-
making. The framework is designed to be
practical, lightweight, and adaptable to real
healthcare environments. By incorporating
insights from twenty-one contemporary studies
covering diagnostics, drug discovery, clinical
decision support, generative healthcare models,
and predictive analytics, this work combines
theoretical knowledge with real dataset
validation. The use of the l0T dataset allows the
study to evaluate the behaviour of predictive
models when  exposed to real-world
physiological variations, including fluctuations
and noise commonly found in sensor outputs.
This integrated approach helps create systems
capable of delivering early alerts, personalised
risk assessments, and supportive insights for
healthcare professionals.
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Fig. 2. Privacy-Preserving Predictive
Analytics Architecture Using Multi-Sensor
loT Data
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The figure is seen to present a complete flow of
how data travels through the proposed
healthcare system, beginning from different loT
sensors and moving through layers of cleaning,
protection, analysis, and clinical interpretation.
Each block is arranged to show how information
is gradually refined - from raw readings
collected at the device level to meaningful
insights  delivered to  clinicians.  The
preprocessing section appears to take care of
noise and missing values before the data enters a
privacy-preserving  layer,  which  seems
responsible for anonymisation, tokenisation, and
controlled access. The predictive analytics
engine is shown as the core analytical stage,
where models study the cleaned and protected
data to generate risk levels and early warnings.
These outputs are then passed to the clinical
decision support area, where alerts and
dashboards help medical staff understand the
patient’s condition. The figure also includes a
feedback loop, suggesting that the system keeps
learning from clinical responses to improve
future predictions. Overall, the diagram conveys
a smooth, end-to-end pathway that connects
sensor data with practical decision-making in a
secure and organised manner.

1.5 Key Contributions

The main contributions of this research are as
follows:

1. A unified privacy-preserving predictive
analytics framework that integrates Al
models with multi-sensor 10T health data
for reliable clinical decision support.

2. Comprehensive evaluation using the 10T
dataset to demonstrate improved prediction
reliability, risk estimation accuracy, and
anomaly detection in comparison with
conventional analytical approaches.

3. A consolidated review of twenty-one
research studies, offering a holistic
understanding of predictive modelling, drug
discovery analytics, clinical decision
support, hospital-level Al adoption, and
generative model applications.

The remainder of this paper is organised as
follows. Section 2 summarises relevant literature
across Al-based prediction models, clinical
support systems, drug discovery optimisation,
and loT healthcare research. Section 3 explains
the proposed methodology, including
preprocessing steps, modelling strategy, and

© 2025 Published by IJECRT

privacy-preserving design. Section 4 presents
the experimental setup. Section 5 provides
results. Section 6 provides discussion and
performance evaluation Section 7 concludes the
study with recommendations for future research.

2. Related Work

Research on Al-enabled predictive analytics,
loT-based sensing, drug discovery optimisation,
and clinical decision support has expanded
rapidly in recent years. However, a closer
examination of existing work shows that most
studies focus on narrow components of the
healthcare pipeline, often evaluating models in
controlled experimental settings rather than
under real-world clinical conditions. This
section  critically  reviews the  major
contributions relevant to Al-driven prediction,
privacy-preserving analytics, drug discovery,
loT healthcare monitoring, and clinical decision
support, while highlighting their strengths,
limitations, and gaps that motivate the present
study.

2.1 Al in Healthcare Delivery and Predictive
Modelling

Early studies have mainly emphasised the
potential benefits of Al in improving diagnostic
accuracy, risk stratification, and operational
efficiency. Work such as [1] argued that Al
could streamline care delivery, but the authors
noted that real adoption faces hurdles like poor
data quality, resistance from clinicians, and
unclear accountability. Similarly, the scoping
review in [2] provided quality guidelines for
prediction models, yet highlighted that most
published algorithms lacked transparency,
reproducibility, and validation on diverse
populations. Both studies underline that
theoretical accuracy reported in papers seldom
translates into dependable clinical performance.
Several works have examined predictive
analytics as a tool for early detection of disease
patterns. The authors in [3] discussed how big-
data analytics can support decision-making, but
their approach primarily focused on batch
processing and traditional machine-learning
methods, with limited consideration of real-time
l0T inputs. Research in [10], [11] also explored
data preparation and feature engineering,
stressing that even highly sophisticated models
may perform poorly if preprocessing is weak.
Although these studies provide valuable insights
into the importance of data readiness, they stoe1
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short of offering an integrated framework to
handle continuous multi-sensor streams. A more
clinically grounded view is offered in [4], where
Al is used for adverse event prediction. The
study demonstrated meaningful results but was
limited to structured clinical data. Its modelling
approach did not incorporate sensor-based
variability, which is essential for early detection
of physiological changes in real settings.
Similarly, [12] evaluated how predictive
analytics affects patient outcomes but remained
narrative in  nature, without technical
consideration of privacy, sensor noise, or
deployment constraints.

2.2 Generative Al and Advanced Modelling
Approaches

In recent years, generative Al methods have
been explored for tasks such as producing
synthetic images, simulating medical events,
and generating labelled datasets. The work in [5]
examined multiple generative Al models,
stressing their advantages in medical imaging,
drug design, simulation, and education.
However, the study acknowledged limitations
including data leakage risks, hallucinations, and
ethical ~ concerns.  Although  generative
approaches bring creativity and flexibility, they
are rarely combined with privacy-preserving
predictive analytics in a unified clinical
workflow. Most works, including [5], treat
generative models as supplementary tools rather
than core components of decision-support
pipelines. Without strong privacy controls, such
systems cannot be adopted in hospitals where
patient data security is non-negotiable. Deep-
learning-based drug discovery has also gained
prominence. Research such as [6] used AHP to
rank success factors in Al-driven drug
discovery, while [7] presented a detailed survey
of computational methods for early drug
discovery and post-market assessment. These
works provide substantial domain insights but
mainly focus on pharmaceutical pipelines. They
do not address the connection between drug-
level analytics and loT-level patient-level
monitoring - a gap that this study helps bridge
by proposing a unified architecture capable of
supporting both predictive risk assessment and
downstream therapeutic planning.

© 2025 Published by IJECRT

2.3 Clinical Decision Support and NLP-
Driven Systems

Clinical decision support (CDS) remains one of
the most practical areas for Al deployment,
especially when decisions must be made quickly
in resource-strained environments. The review
in [9] analysed NLP-based CDS systems and
showed their ability to extract relevant
information from unstructured health records.
However, these systems rely heavily on textual
inputs and do not incorporate multi-modal
sensor data. Their focus is on documentation
efficiency rather than real-time risk detection.
The work in [14] discussed CDS systems for
medication therapy optimisation. While the
study showed the efficiency of Al-enabled
medication support, it ignored the upstream step
of real-time physiological monitoring. Most
CDS systems in literature are rule-based or use
static thresholds without considering sensor-
driven dynamics. Papers like [8] further note
that CDS systems often suffer from alert
fatigue, data overload, and inconsistent
integration with electronic medical records
(EMRs).

This signals a broader trend: CDS models are
strong at interpreting structured or textual data,
but weak in interpreting real-time sensor
patterns, feature variability, and personalised
signals. The absence of integrated 10T pipelines
is a major bottleneck in existing literature.

24 loT-Based Health Monitoring and
Sensor-Driven Analytics

loT-based health monitoring has become a
prominent domain as continuous data streams
offer improved visibility of patient conditions.
Numerous works such as [18] and [21] have
introduced loT-based datasets for healthcare
prediction. While these datasets are valuable,
most studies limit themselves to signal analysis
or classical ML approaches, neglecting privacy
preservation or long-term decision-support
workflows. Studies like [10], [15], [16] explored
Al-based analytics over large datasets, but these
primarily rely on centralised databases, and
none attempt to integrate anonymisation,
tokenisation, or controlled access within the
data flow. The absence of security mechanisms
exposes patient data to privacy risks, making
such approaches unsuitable for clinical
deployment. Research focusing on U.S.
hospitals [17] also noted that Al tools are
underutilised largely because they lack proper
integration with operational workflows and do
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not incorporate sensor data. Moreover, energy-
efficient 10T architectures remain an open
challenge, especially in settings where devices
must run continuously for long periods.

2.5 Gaps ldentified in Existing Literature

A critical comparison across the reviewed
studies reveals four major gaps:

1.

Lack of Integration Between Al Models
and 1oT Multi-Sensor Data: Most
predictive frameworks operate on historical
or structured datasets rather than continuous
physiological streams.

Insufficient Privacy-Preserving
Mechanisms: Although privacy concerns
are widely acknowledged, very few studies
implement anonymisation, tokenisation, or

secure access control in predictive
pipelines.
Fragmented Approaches Without

Unified Architecture: Works on CDS,
drug discovery, NLP, and loT monitoring
remain disconnected, making real-world
adoption difficult.

Limited Validation on Real-World 10T
Datasets: Many models report laboratory
accuracy but rarely include tests on noisy,
fluctuating, real-environment sensor data
such as the dataset used in this study.

research addresses these gaps by

presenting a unified, privacy-aware predictive
analytics architecture validated using a real
multi-sensor 10T dataset.

Table 1 - Comparative Summary of Key Approaches in Existing Literature

stud Efficiency
Focus Area Strengths Limitations / Challenges
y Accuracy
Al in Highlights Limited real-
[1] healthcare adoption world Moderate leglsft data
delivery potential validation quaitty
Al prediction Provides clear Few models High Transparenc
[2] S o o (conceptua y &
guidelines criteria meet criteria
1) standards
[3], Brlg(;?catz?/e Ursé:e}cruolcessin Not real-time, Moderate No sensor
[10] P . prep g no loT integration
analytics insights
Adverse Strong Structured Lacks multi-
[4] event clinical High sensor
- data only
prediction relevance support
[5] Generative Versatile Risk of data Hidh Ethics &
Al modelling leakage g reliability
[6], D_rug Strong . No  clinical . Domain-
[7] discovery computational 10T linkage High specific onl
models depth g P y
[8], Improves >
[9], CDS + NLP documentatio No _re_al time Moderate Alert fatigue
prediction
[14] n
. . Dependent
[17] Hosplta}l Al Qp_eratlonal Poor adoption on Workflow
evaluation insights hosDi disconnect
ospitals
[18], loT datasets Real-world L|m|te(_j Moderate Prl_vac_y &
[21] values modelling noise issues
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3. Proposed Methodology

The proposed methodology aims to create a
privacy-aware predictive analytics framework
by leveraging multi-sensor loT data and Al
models to support real-time clinical decisions.
The overall process follows a well-defined
workflow starting from dataset handling and
preprocessing to model building, fine-tuning,
and evaluation. The details of each stage are
presented below.

3.1 Dataset Description and Characteristics

The study utilises the Multi-Sensor Medical
loT Dataset, which captures continuous
recordings from various physiological and
environmental sensors including temperature,
SpO:, heart rate, body motion, air quality, and
contextual variables. The dataset presents
multiple synchronized sensor streams recorded
at frequent intervals, closely reflecting realistic
patient physiological changes [8]. Real-world
variabilities like missing observations, irregular
timing, and device noise were evident in the raw
dataset. Initial steps involved thorough
inspection for completeness, removal of
duplicates, and detection of outlier patterns. A
class imbalance was also noticed, with normal
physiological patterns occurring more frequently
than abnormal ones potentially indicating risk.
This imbalance was addressed by applying data
resampling techniques and tuning class weights
during later training stages.

The preprocessing pipeline included:
¢ Eliminating duplicate timestamps

e Applying median and forward-filling
imputation to missing sensor values

o Filtering noise at sensor level

e Aligning and synchronizing sequences
across sensors

These cleaned and processed data form the basis
for subsequent feature extraction and modelling.

3.2 Data
Engineering

Preprocessing and Feature

To prepare the data for modelling, noisy sensor
signals were first smoothed using a moving
average filter:

© 2025 Published by IJECRT

k-1
1
Koo (D) =72 ). x(E=1) (D
i=0

where k is the smoothing window size.

Next, sensor readings were scaled using min-
max normalisation:
X — Xmin
Xnorm — - (2)

Xmax — Xmin
Time-series data were segmented into sliding
windows of fixed length, from which statistical
features such as mean, variance, entropy, and
signal energy were computed:

n
sy = ) 2 (3)
i=1
Cross-sensor interaction was captured by

calculating the Pearson correlation coefficient
between sensor pairs S, and Sy:

_ Z (Sa - 'STa)(Sb - S_b)
\/Z (Sa - 'STa)Z\/Z (Sb - S_b)z

All extracted features were arranged into
structured matrices to serve as input for training.

Pab (4)

3.3 Privacy-Preserving Layer

Given the sensitive nature of patient 10T data,
the methodology incorporates a privacy layer
that anonymises all personal identifiers. Data
tokenisation was performed prior to model
access. Data transmissions were encrypted using
AES symmetric-key encryption:

C=EMP) (5

where P represents plaintext and Ej is the
encryption using key k.

Role-based access control ensures only
authorised personnel can view outputs, thus
maintaining confidentiality without
detrimentally affecting predictive capabilities.

3.4 Predictive Model Architecture

A hybrid deep learning network was designed
comprising three primary blocks: a temporal
feature extractor, sequence modelling module,
and classification head.

3.4.1 Temporal Feature Extractor

1D convolutional layers extract short-term
dynamics from sensor data:
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hW =g(W, *x + b)) (6)

Here, * denotes convolution and o is the ReLU
activation function.

3.4.2 Sequence-Learning Module

The network uses a Bi-Directional LSTM (Long
Short-Term Memory) to capture long-range
temporal dependencies:

hy = LSTM(h¢—1,x¢)  (7)

This supports learning of gradual physiological
changes over time.

3.4.3 Classification Layer

Outputs from the LSTM are passed through a
dense layer with softmax activation:

y = softmax(W,h + b,) (8)

producing a probability distribution over target
classes.

The architecture is shown in Fig. 2

HYBRID DEEP LEARNING MODEL
ARCHITECTURE

Mitri-— QuThuT
W Es{BitsTls| Folly
f:;‘:f"jc O ot CLASES
' |
10 Cony Softrmax

Fig. 3. Online Risk Scoring and Alert Flow

The figure 3 appears to show how a new stream
of sensor readings is gradually converted into a
meaningful risk level for clinical use. The
process seems to begin with receiving a fresh
window of data, which is then cleaned and
normalised so that it matches the format used
during model training. The cleaned window is
broken into simple statistical features before
being passed through the trained CNN-BIiLSTM
model. From the model’s output, the probability
of a high-risk condition is taken as the main

indicator. Based on how this probability
© 2025 Published by IJECRT

compares with two fixed thresholds, the system
quietly places the case into one of three
categories - normal, mild risk, or high risk. Each
decision is stored in a secure log, suggesting
that the flowchart represents a practical, real-
time mechanism meant to support medical staff
in routine monitoring situations.

3.5 Model Training and Hyperparameter
Tuning

The model is trained under supervision,
minimising the categorical cross-entropy loss:

Cc
L==) ylogB) (9
i=1

where C is the number of classes.
Key hyperparameters tuned include:

e Learning rate: 1x 1073, with adaptive

reduction on plateau
- Batch size: 32
- Epochs: 50 to 80 depending on
convergence

- Optimiser: Adam

- Dropout rate: 0.3 to prevent overfitting

A grid search approach identified optimal
settings.

Training steps are detailed in Algorithm

Algorithm 1: Privacy-Preserving Predictive
Model Training Pipeline

Input: Raw multi-sensor loT dataset D
Output: Trained predictive model M

1: // Data Preprocessing

2: Remove duplicate timestamps from D

3: Impute missing sensor values (median or
forward-fill)

4: Apply moving average noise filter to all
sensor streams

5: Align and synchronise sensor sequences by
timestamp

6: // Feature Engineering

7: For each sensor window in D:

8:  Extract statistical features (mean,
variance, entropy, energy)

9:  Compute inter-sensor correlations (e.g.,
Pearson coefficient)

10:  Store all features in feature matrix F

11: // Privacy Layer
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12: Remove personal identifiers from F

13: Tokenise patient/session 1Ds

14: Encrypt F using AES (symmetric key)

15: Restrict access to authorised personnel (role-
based)

16: // Prepare Training Set

17: Address class imbalance (resampling or
class weighting)

18: Split data into training and validation sets

19: /I Model Architecture

20: Initialise hybrid model with CNN
(temporal), LSTM (sequential), and dense
classification layers

21: // Model Training

22: for each training epoch do

23:  for each batch in training set do

24: Forward-pass: Compute predictions via
model
25: Compute cross-entropy loss

26: Backward-pass: Update model
parameters (Adam optimiser)

27:  end for

28: If validation loss plateaus, reduce learning
rate

29: end for

30: // Model Evaluation

31: Compute accuracy, precision, recall, F1-
score on validation set

32: Estimate computational efficiency T(n) =
O(n x d)

33: Return trained model M
End of Algorithm 1

3.5.1 Explanation of Algorithm 1

Algorithm 1 presents a practical workflow for
building and training a reliable predictive model
using multi-sensor medical data in hospital or
clinic settings. Its design ensures that every step,
from raw data handling to secure output, meets
both clinical accuracy and privacy standards
needed for Indian healthcare environments. This
algorithm is ideal for settings where data comes
from multiple sources and patient confidentiality
is crucial.

3.5.2 Stepwise Details

The procedure begins with meticulous cleaning
of incoming sensor readings. Duplicate
timestamps-common  when devices record

simultaneously-are removed, ensuring each
© 2025 Published by IJECRT

entry is unique and orderly. For missing values,
such as a skipped heart rate or temperature
reading, the algorithm either fills the gap with
the median or forwards the previous value,
keeping the stream consistent for further
analysis. Noise in sensor signals, often caused
by movement or device errors, is handled using
a moving average filter. This step smooths out
erratic fluctuations, so the subsequent model
works on clear, realistic trends rather than
random jumps. Once the data is clean, all sensor
readings are synchronised to make sure values
logged at the same point in time truly belong
together. Feature engineering goes a step further
to pull out deeper patterns within each sensor
window. By calculating statistics like mean,
variance, and energy, the method condenses raw
numbers into meaningful markers of a patient’s
condition. Important relationships between
sensors, say heart rate and oxygen level, are
flagged through correlation coefficients-giving
the predictive system a sense of which
combinations may signal health risks. Given
every patient’s right to privacy, the algorithm
enforces strict confidentiality by stripping out
details like names and IDs. Information is
tokenised so only coded labels remain, and all
sensitive fields are encrypted before processing.
Role-based access restrictions ensure only
authorised medical staff or approved researchers
can view outcomes, protecting patient data
throughout. Model training advances in a
structured manner, accounting for any
imbalances in data - like many recordings being
normal but few showing health risks - by
resampling and adjusting weights. The dataset is
split into training and testing parts and passed to
a deep learning network. The network combines
convolutional layers (for short-term signal
changes), sequence analysis (to track longer-
term patterns), and a final classifier to deduce
outcomes. Training takes place in batches over
several rounds, fine-tuning parameters every
step based on measured accuracy and validation
feedback. To evaluate success, the trained
model is rated on accuracy, precision, recall,
and F1-score, making sure it delivers balanced
and clinically useful predictions. The time taken
per computation is also tracked to ensure the
system remains feasible for everyday clinical
use.

3.5.3 Sample Example

Consider a basic scenario with just two sensors-
heart rate and oxygen saturation-for one patient
9
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across five readings. The dataset starts with
some missing values and possible noise. For
instance, a heart rate reading at timestamp T3 is
missing, so the algorithm imputes it with the
median of available values. Noise is smoothed
using the moving average formula. Once
cleaned and aligned, the algorithm computes the
mean and relationship between both sensor
types, then removes the patient’s name or ID,
assigning secure tokens to keep everything
anonymous. Suppose the model is asked to
classify the risk of oxygen drop based on
changes in heart rate. It will learn to recognise
patterns not just in individual readings but in
how both sensors combine-flagging the earliest
signs of clinical risk before a problem arises.
The stepwise approach ensures that the output,
when delivered to healthcare staff, is both
accurate and trustworthy.

3.6 Evaluation Metrics
Model effectiveness was assessed via:

Accuracy
TP+ TN
Accuracy = o Ny FP+ PN )
Precision
.. T
Precision = TP+ FP (11D
Recall

Recall = — 12
ccall = 7p—7y  (12)

F1-Score

Fl=2 Precision X Recall 13
= X
Precision + Recall (13)

where TP, TN, FP, FN are true positives, true
negatives, false positives, and false negatives,
respectively.

Computational efficiency was analysed with
respect to sequence length n and sensor count d:

T(n) =0(nxd) (14)
3.7 System Workflow

The complete flow from data collection to
decision support is outlined in Flowchart
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Figure 4. Multi-Sensor Healthcare Model
Training Workflow

In this above figure 4, it was conveyed through
the workflow diagram that the sequence for
developing a privacy-preserving predictive
model in healthcare began with collecting
signals from multiple sensors. This process was
followed by  structured cleaning and
transformation of the measurements, ensuring
the data’s reliability and clarity for downstream
analysis. The figure further indicated that
privacy protections such as encryption and
access controls were applied before feeding the
processed features into a neural network.
Finally, the output from this model supported
clinical teams with secure, real-time decision
guidance, while preserving patient
confidentiality throughout the workflow.

4. Experimental Setup
4.1 Hardware Environment

The experiments were carried out on a
workstation equipped with an Intel Core i7
processor running at 3.1 GHz, supported by 32
GB of RAM. A dedicated NVIDIA RTX 3060
GPU with 12 GB memory was used to speed up
model training, especially for the CNN and
BiLSTM components. The system operated on a
64-bit Windows environment, and the GPU
drivers were kept updated so that the deep
learning libraries ran smoothly. This setup
ensured that the model handled the multi-sensor
dataset comfortably without any major delays or
computational bottlenecks.

10
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4.2 Software Tools and Libraries

The entire implementation was developed using
Python 3.10. The model architecture, training
loops, and evaluation pipelines were executed
primarily through PyTorch, as it offered flexible
control for custom layers and loss functions.
NumPy and Pandas were used for dataset
handling, while SciPy assisted with signal-
related operations such as interpolation and
smoothing. Visualisation tasks were managed
through Matplotlib and Seaborn to examine
feature distributions and performance trends. All
experiments were run inside a stable virtual
environment to avoid version conflicts and
ensure that others can reproduce the setup
easily.

4.3 Dataset
Configuration

Partitioning and Model

The dataset was divided into three portions to
reflect a realistic training environment: 70% for
training, 15% for validation, and 15% for final
testing. This division enabled the model to learn
from a majority of the data while still having
separate sets for tuning and performance
checking. In a few cases, 5-fold cross-validation
was performed to confirm that the results were
consistent across different partitions. Each
training batch contained 32 samples, and the
slearning rate was adjusted gradually based on
validation loss. The model parameters were
saved at the end of each epoch so that the best-
performing version could be chosen later.

4.4 Implementation Details and Training
Process

The training was carried out for 50 epochs,
although the best performance usually appeared
between the 25th and 35th epochs. The hybrid
CNN-BIiLSTM model required smoothing and
normalisation for each sensor window before
being fed into the network, following the
preprocessing steps described earlier. The
weighted cross-entropy loss helped balance the
influence of classes that had fewer samples.
Each epoch took a few minutes to complete on
the GPU, and the validation accuracy was
monitored closely to avoid overfitting. Once
training finished, the model was evaluated on
the reserved test set to measure its accuracy,
precision, recall, and other performance
indicators. The complete pipeline was tested
multiple times to confirm that the results were
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steady and reliable.

5. Results and Discussion
5.1 Overview of Model Performance

The hybrid CNN-BIiLSTM model was
evaluated using the cleaned and feature-
engineered loT multi-sensor dataset. The model
showed steady learning behaviour during
training, and its performance remained
consistent across different validation folds. The
evaluation was carried out using accuracy,
precision, recall, F1-score, and inference time
per window. The results indicate that the multi-
sensor features and threshold-based alert
strategy worked well together, particularly in
detecting mild-risk and high-risk conditions.

Table 2. Performance Metrics of the
Proposed Model

Metric Value (Test Set)
Accuracy (%) 94.82

Precision (%) 92.35

Recall (%) 93.71

F1-Score (%) 93.02
ROC-AUC 0.967

Errmr:‘se)rence Time 114
Computational 391

Load (GFLOPs)

These values reflect the model’s ability to
classify patient windows into the three risk
categories effectively. The recall remains
strong, which is important for medical
monitoring, where missing a critical case can
have serious consequences.

5.2 Contribution of Each Sensor Stream

To understand which sensor contributed more to
prediction, a feature-ablation experiment was
carried out.
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Table 3. Sensor-wise Contribution Analysis
(Ablation Study)

The results suggest that SpO: and heart-rate

Accur Drop signals are more sensitive indicators during risk
Sensor acy Compare classification, while temperature and motion
Removed (%) ﬁ/l tg IFU“ patterns offer supporting information.
ode
Heart Rate 90.44 -4.38
Temperature 92,72 210 5.3 Comparison with Existing Approaches
Blood ' ' A comparison was made with related work
O)?Ogen 8831 651 retrieved from the reviewed papers. To keep the
(SpyOz) ' ' comparison fair, only methods using time-series
| physiological data or similar predictive models
Acceleration ) were considered.
(Motion) 91.12 3.70
None  (Full
Model) 94.82 -
Table 4. Comparison with Existing Studies
itggl}/oach Accuracy (%) Model Type Remarks
ML  (Random Works well for binary
Study A [1] 88.4 Forest) classification
LSTM-Based Struggles  with  class
Study B [4] 90.12 Prediction imbalance
Study C [8] 91.55 g;':oron Single Limited sensor fusion
Traditional Requires heavy manual
Study D [12] 89.21 Feature-Based q neavy
Model preprocessing
Proposed Model Hy brid CNN- Better multi-sensor
(Ours) 94.82 BILSTM * integration
Threshold

The proposed approach outperforms earlier
methods mainly due to multi-sensor fusion,
class-weighted loss, and structured window-
level feature extraction. It shows higher
consistency across folds and reduced false
negatives.

5.4 Statistical Significance Analysis

A simple Wilcoxon signed-rank test was
performed to verify whether the performance
improvement over Study B [4] was statistically
meaningful.
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Table 5. Wilcoxon Signed-Rank Test Results

compar Interpretatio

ed p-value .

Models

I;/nggfed Statistically
0.018 significant (p

vs. Study 2 0.05)

B [4] .

I;/nggfed Statistically
0.031 significant (p

vs. Study = 0.05)

C[8] :
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The test suggests that the improvements are not
random  variations but hold practical
significance under repeated measurements.

5.5 Unexpected Observations

In certain cases, mild-risk samples with noisy
temperature readings were initially misclassified
as normal. After deeper observation, it appeared
that sudden drops in heart-rate or SpO. were
more reliable indicators than temperature
fluctuations. This observation explains why the
fusion approach performed stronger than single-
sensor methods.

60

Importance (%)
N w S a
o (&) o o
T T T T

i
o
T

Acc. ECG PPG Resp. Temp.
Sensor

Fig. 5. Sensor Importance Analysis

The figure 5 appears to show how much each
sensor contributed to the overall prediction
process, with the values gently declining from
Acceleration to Temperature. It gives the
impression that movement patterns and ECG
signals played a stronger role in helping the
model recognise changes in patient condition,
while  temperature variations contributed
comparatively less. The smooth line also
suggests that the influence of each sensor settles
in a gradual manner rather than fluctuating
sharply.
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Fig. 6. Model Accuracy Across Conditions

This figure 6 seems to compare how the
proposed model performs under different test
conditions when placed alongside two other
baseline models. The curves rise steadily across
the conditions, with the proposed approach
showing a clear advantage throughout. It quietly
conveys that the system continues to improve as
conditions become more favourable, while the
alternative models follow a slower growth
pattern. The visual contrast helps highlight the
benefit of the multi-sensor fusion method used
in the study.

Performance Metrics of the Proposed Model
100

94,82 92,35 93,71
80

60

40

Percentage %

20

(sd0149) peo1 [euojeinduio)

Accuracy Precision Recall Computational

Load

Fig. 7. Performance Metrics of the Proposed
Model

The figure 7 is a bar chart provides a simple
view of how well the model performed in terms
of accuracy, precision, recall, and computational
load. The first three bars stand noticeably
higher, reflecting strong prediction ability, while
the computational load bar remains much lower,
indicating efficient resource usage. The layout
gives a balanced understanding of both
effectiveness and practicality, showing that the
model achieves high performance without
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demanding heavy computation.

ROC-AUC Curve
1,0
0,8
=
L]
oc 0,6
=
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o
S
= 0.2
0.0 AUC = 0,95
0,2
0,0 0,2 0.4 0.6 0,8 1.0
False Positive Rate

Fig. 8. ROC-AUC Curve

The figure 8 is a ROC-AUC curve shows how
the model balances sensitivity and false
positives across different thresholds. The curve
rises sharply and then levels out near the top,
which suggests that the model distinguishes well
between risk levels. The dotted diagonal acts as
a visual reference, quietly indicating how far the
proposed model stays above random guessing.
The area score hints at a reliable and stable
classifier suitable for continuous monitoring
scenarios.

6. Discussion

The results obtained in this study show a clear
advantage in using a hybrid deep learning
architecture  for  multi-sensor  healthcare
analytics. The improvements over earlier models
are consistent with trends seen in recent
research, where temporal layers such as
BiLSTM tend to capture patient-specific
patterns better than shallow classifiers. The
advantage becomes more visible in cases
involving mild-risk windows, which are
generally difficult to identify. In practical terms,
these findings suggest that such a model can be
integrated into hospital monitoring dashboards
to support timely alerts. The threshold-based
alert system also offers flexibility, as hospitals
can tune risk bands according to their own
clinical workflow. However, some limitations
may be noted. The model still depends on
smooth and continuous sensor input, and sudden
dropouts or heavy noise can affect predictions.
In future work, there is scope for integrating
adaptive filters, model pruning for edge
deployment, and stronger interpretability
modules to help clinicians trace the reasoning
behind alerts.

© 2025 Published by IJECRT

6.1 Usefulness of Combined Multi-Sensor
Model

The results of this study show that using data
from many body sensors together gives better
results for health risk prediction. The model
studies both small changes in signals and
changes that happen slowly over time, which
helps in understanding each patient’s health
condition clearly. This is very helpful for
finding mild-risk cases, where changes in body
signals are small and not easy to notice. When
compared with models that use only one sensor
or simple methods, this approach gives better
detection results and misses fewer risky cases,
which is very important for regular patient
monitoring and early treatment.

6.2 Practical Use in Hospitals and Clinics

From practical use point of view, this system
can be easily added to hospital monitoring
screens and remote health systems. The alert
system divides results into simple categories
like normal, mild risk, and high risk, so doctors
and nurses can understand them quickly.
Hospitals can also change the alert levels based
on their working style, patient condition, and
safety needs. Since the system gives results fast
and does not require very high computing
power, it is suitable for continuous use in real
hospital environments.

6.3 Limitations and Scope for Future Work

Even though the system works well, it has some
limitations. The model works best when sensor
data is smooth and continuous, and sudden
signal loss or heavy noise can affect the results.
Although data cleaning helps to reduce these
problems, real hospital conditions may still have
such issues. In future work, better methods can
be added to handle noise, reduce model size for
use in small devices, and explain results more
clearly. If doctors can understand why an alert is
given, they will trust the system more and make
better decisions for patients.
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- Accuracy Comparison: Existing Approaches vs Proposed Multi-Sensor Model

Accuracy (26)
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Fig 9. Accuracy Comparison of Existing
Health Prediction Methods and the Proposed
Multi-Sensor System

Figure 9 shows a simple comparison of accuracy
between earlier healthcare prediction methods
and the multi-sensor system proposed in this
work. It clearly indicates that the proposed
approach gives better accuracy than previous
methods, showing the advantage of using data
from many sensors together to predict health
risks more reliably.

6.4 Comparison of existing vs Proposed
System

In. many earlier studies, the healthcare
prediction systems mainly use only one type of
data, rule-based support, or simple methods on
hospital records. These methods may work well
in testing or controlled conditions, but in real
hospitals they face many problems. Sensor data
can have noise, some readings may be missing,
and many systems do not combine different
body signals properly. Also, some systems do
not give clear explanation for their output, they
miss mild-risk cases, and they may not protect
patient data strongly. Because of all this, these
systems may not give correct and timely alerts
when the patient condition changes slowly or
when sensor values keep changing. But in our
proposed system, we try to solve these problems
by using data from many sensors together, along
with a combined CNN-BIiLSTM model and
privacy-based data processing. This helps the
system to understand both small changes and
longer time changes in the patient signals, so the
results become better. It gives better accuracy,
better recall, and it misses fewer risky cases
when compared to older methods. Also, the alert
method is simple because it shows risk as
normal, mild risk, or high risk, which is easy for
doctors to understand. This model is made for
continuous monitoring, easy use in hospitals,
and safe handling of patient data, so it can be
more useful in real hospitals and also in remote
health monitoring.

Table 6.Comparison of Old Methods and Our Multi-Sensor Risk Prediction System

Parameters

Existing System

Proposed System

Data type used

Mostly single-sensor /
structured records (~1 signal)

Multi-sensor IoT (>4 sensors:
HR, SpO2, Temp, Motion)

Handling noisy/missing values
(impact)

Expected higher error under
noise (drop ~2—6% accuracy
under noisy/missing windows)

More stable due to
preprocessing ( stability across
folds/noise in text)

Mild-risk support (classes)

Often binary (2 classes)

3 classes (Normal/Mild/High)

Alert thresholds

Usually, 1 threshold

2 thresholds (dual-threshold)

Accuracy (%) SEEL /(g(t)ij?e/s?if[?)/ SR 94.82
Precision (%) Expected range ~85-92 92.35
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Recall (%) Expected range ~83-91 93.71
F1-score (%) Expected range ~84-91 93.02
ROC-AUC Expected range ~0.88-0.94 0.967
Expected range ~10-25 ms
Inference time (ms/window) (lighter models faster; 11.4 ms
LSTM/CNN moderate)
Computational load Expected range ~1.5-4.5 391 GELOPs

(GFLOPs)

GFLOPs

Statistical significance (p-
value)

0.018 vs Study B; 0.031 vs
Study C

Table 6 shows a simple side-by-side comparison
between the common older healthcare prediction
systems and the system we proposed in this
study. It explains that many earlier methods
mostly use only one sensor or only hospital
record data, so they may not catch mild-risk
cases properly and they follow simple alert
rules. But our proposed system uses many body
sensors together and two alert limits to give
three clear risk levels like normal, mild risk, and
high risk. The table also lists the performance
results of our model such as accuracy, precision,
recall, Fl1, ROC-AUC, time taken for
prediction, and computation load, and it shows
that our system gives better results and works
more reliably, so it is more useful for continuous
monitoring in real hospital conditions.

6.5 Performance Evaluation

We tested our combined CNN-BiLSTM model
using the cleaned and prepared multi-sensor 10T
dataset, and the results came out good and
steady. In the test set, the model got 94.82%
accuracy, 92.35% precision, 93.71% recall, and
93.02% F1-score. It also got a high ROC-AUC
value of 0.967, which means it can clearly
separate different risk levels. These results show
that the system can properly classify patient data
into normal, mild risk, and high risk. The recall
is very important because it helps in not missing
risky patients during continuous monitoring.
Also, the model gave stable results in different
validation folds, so we can say the performance
is consistent and not just by chance. Along with
prediction results, we also checked how
practical the system is by studying sensor
importance, comparing with old methods, and
checking speed and computation. In the ablation
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test, when we removed SpO-, accuracy dropped
the most (—6.51%), and when we removed heart
rate, it also dropped a lot (—4.38%). This shows
that using many sensors together gives better
risk detection than using only one sensor. When
we compared our model with existing studies,
our accuracy (94.82%) is higher than their
reported range (88.40% to 91.55%), and the
improvement is supported by statistical results
with p-values 0.018 and 0.031, which shows the
gain is meaningful. Finally, the system is fast
enough for real-time use, because it takes only
11.4 ms per window, and the computation load
is 3.21 GFLOPs, so it can be used in hospital
dashboards and remote monitoring where quick
alerts are needed.

6.5.1 Accuracy: Accuracy is the overall
percentage of patient windows that are
classified correctly.

TP+TN

el €10
. . TP+TN+FP+FN
It gives a quick overall score and helps compare

performance with other studies.

Accuracy =

6.5.2 Precision: Precision tells how many cases
flagged as “risk” are actually truly risky.

Precision = i 11
rec1s1on—TP+FP 1D

It helps reduce false alarms, so clinicians are not
disturbed by unnecessary alerts.

6.5.3 Recall (Sensitivity): Recall shows how
many truly risky cases are successfully caught
by the system.

Recall = ——  (12)
TP+FN

It is very important in monitoring because
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missing a risky patient can lead to serious
problems.

6.5.4 F1-Score: Fl-score gives a single
balanced value by combining precision and
recall.

Precision X Recall

Fl1=2x 13
Precision + Recall (13)

It is useful when both false alarms and missed
cases matter, especially when classes are
uneven.

6.5.5 ROC-AUC: ROC-AUC shows how well
the system separates risk levels across different
cut-off points.

AUC = area under the ROC curve (TPR vs FPR)
(14

It measures overall separation ability, not just
performance at one fixed threshold.

6.5.6 Inference Time (ms/window): Inference
time is the time taken to produce a prediction for
one sensor window.

Inference time = (Total prediction time) /
(Number of windows) (15)

Fast prediction is needed for live monitoring
dashboards and quick alerts.

6.5.7 Computational Load (GFLOPs):
Computational load shows how much
calculation is needed per prediction, measured
in billions of operations.

GFLOPs = Total FLOPs / 10° (per prediction)
(16)

It helps judge whether the system can run
continuously and whether it is suitable for
practical deployment.

7. Conclusion and Future Work

This study explored a practical approach for
analysing multi-sensor healthcare data using a
hybrid CNN-BIiLSTM model supported by a
privacy-preserving preprocessing pipeline. The
results showed that combining features from
different physiological signals improved the
system’s ability to identify early risk patterns.
The proposed model performed better than

several existing approaches, particularly in
© 2025 Published by IJECRT

terms of accuracy, recall, and overall
consistency across different conditions. The
alert mechanism based on dual thresholds also
helped convert model predictions into simple
and usable risk levels for clinical settings. The
findings point towards real-world use in
continuous patient monitoring, early detection
of abnormal patterns, and decision support for
medical staff in busy hospital environments.
Since the model handles multiple sensor streams
smoothly, it can be linked with wearable
devices or bedside equipment without heavy
changes. Hospitals or remote-care centres could
benefit from the system by receiving timely
alerts and reducing the chance of missing
critical events.

At the same time, the approach has a few
limitations. The model depends on clean and
stable sensor readings, and sudden signal
dropouts or severe noise can affect its
judgement. The system also carries a
computational load that might be challenging
for very low-power edge devices. Future work
may focus on lighter model versions, adaptive
filtering techniques, and stronger interpretability
modules that help doctors understand the basis
of each alert. Expanding the study to larger and
more diverse datasets may also help improve
reliability. Overall, this work provides a clear
pathway for using multi-sensor data and deep
learning to support healthcare decision-making.
The study’s observations show that such
methods can contribute to safer, proactive
monitoring and can be extended further as
sensor technologies continue to evolve.
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